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Digital Certificates and Physical Security Requirements in Korea 

South Korean Public Key Infrastructure (from 2023 APKIC Symposium) 

Digital Certificate advertisement at YouTube

Digital Certificate 
on mobile phone

Physical security requirements 

Layer 3

Layer 4

Layer 1

Layer 2

CA facility

P.3, 4. Physical Security Criteria of WebTrust for CA

• physical access to CA facilities and equipment is limited to 
authorized individuals, protected through restricted security 
perimeters, and is operated under multiple person (at least 
dual custody) control;

• CA facilities and equipment are protected from 
environmental hazards;

• loss, damage or compromise of assets and interruption to 
business activities are prevented; and

• compromise of information and information processing 
facilities is prevented.



List of 23 Digital Signature Service Providers (as of October 2024) 
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5 accredited 
Certificate Authorities (CAs)

3 telecommunication
companies

7 mobile service 
provid7rs 

7 Banks (8 service providers)
*KB Bank provides 2 services



Allowed Identification Methods (“KYC”) 
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Individuals 

• Legal name must be included in the Subject DN of 
the certificate.

• The information provided by a requester must be 
verified by a trusted third-party DB.

Legal Entities 

• Legal name must be included in the Subject DN of 
the certificate.

• The information provided by a requester must be 
verified by a trusted third-party DB. 

• The existence of the organization should be verified 
by the relevant government DB. 

Resident Registration Card
*only in case of service providers who are licensed 

by the government on collecting and managing
resident registration numbers

Mobile Phone-based 
identity verification

Bank account 
identity verification

Legal entity’s status checking
provided by National Tax Service

Korea Government’s e-Document Wallet



Future Work in 2025 
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✓ Subordinate regulations and guidelines revision
(Ministry of Science and ICT and KISA are responsible 
bodies to amend them)

✓ Discussions on updates of assessment criteria on digital 
signature service providers through Korea Electronic 
Signature Forum

✓ Additional KYC methods analysis if necessary

✓ Digital signature service expansion  (e.g., money transfer 
to other countries, issuing digital certificate to 
expatriates)

✓ Ensuring the interoperability among digital signature 
service providers 

Korea Internet & 
Security Agency (KISA)

Ministry of Science 
and ICT

Korea e-Signature 
Forum
Subcommittees

NATIONAL PKI
DIGITAL SIGNATURE ACT

Assessment Support

Forum Operations

Legal and Cert. Policy

Technologies

Solution



WebTrust Updates
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History of WebTrust

WebTrust Updates
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WebTrust Task Force (WTTF)

WebTrust Updates
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WebTrust Seals Brief Description

WebTrust Updates
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Future Work in 2025

WebTrust Updates

✓ WebTrust for CA Supporting X9, which is a standard 
setting organization for financial institutions and 
supporting organizations. 

✓ WebTrust for CA Supporting IOT which will Evaluate large 
IOT program requirements and assurance requirements. 

✓ Hosting CA/Browser Forum F2F meeting in Toronto, 
Canada in 2025

✓ Updates of WebTrust Principles and Criteria through 
WTTF regular meetings

✓ WebTrust Practitioner Portal (continued)
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